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So that the general notion that a program which appeared to be doing something useful
could, in the background, be doing something which was clearly unintended came to mind.
That is, the useful cover, and then the thing going on underneath, and it was sort of that
connection that brought to mind the idea of something which looks good on the outside
but has challenges on the inside — Trojan Horse — was simply a connection which [ made

and that got discussed in various forums.*
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"the first priorities were to exchange information 'cause we have a lot of different entities

and determine what scope of intrusion happen to the different systems".%

.2008 DT .58

.2:35 NPT ,2008 TV .59

130 DY ,D'YWN DIDTNI DIDTN .60

316 DY ,'OWN P 61

2D INY,NMIS10DN DIV NIDN W IND'D MY .62

.2'DY 2005 ,0'001 NN) .63

NP NNTNY NN I DIPD D DN NIXPA NN NN PN JTIRND DIPDN DT 'R .64
DN DNIVDWD DR DWILR',D NONP)

.3:16 NPT ,2008 TV .65



DOIPMIINTN NIINAI DTN NNN 114

10'W DD LNYY DN MINK,NO'PNN GPND NON'NNN scope NI'PN NINID
DINI [IOIND JWND |IDID] NNT DY NNIWN NDIVYDN 1IVI0) PINTA TYD

"were they secret systems, were they unclassified systems, what were the significance of

these computer systems and can we tied in to any sort of attack".%
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When I became a police officer in 1975 cell phones hadn't been invented, laptop computers
hadn't been invented, portable radios hadn't been invented. Today if a police officer at the
basic level is not computer literate he or she cannot do the job. So Information Technology
and secure systems, how... secure, maintain security is vital knowledge for today's police

officer.®’
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It doesn't matter if you press delete, doesn't mean it's gone. We can recall that information
and prove where it's come from. They could say 'well I didn't send it' but you've allowed

someone to use your computer to send it.%
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I'm talking about command. It's all buzz words for them. If you explain to them what's
happened and how the crook's done it, they don't understand it. They don't know what a
VPN [virtual private network] is, they don't know what an IP [internet protocol] address

is, they don't know what Bitcoin money is — well they do, because it's money.”!
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the suspect in breaking to computers in the united states and in Israel... this case is complicated

and includes many technical details which require a lot of time investigation.”
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as in the traditional offenses, the police need to gather intelligence. when we are dealing
with the internet, the standard form of collection is monitoring the web or actually extensive

collection and the identification of anomalies.”
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the ability to use virtual currencies, the ability to use virtual proxies, all this made the
offenders less vulnerable and require the police to develop not only new technological tools

but to expand its circle of partnerships in order to increase its effectiveness.”
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